Abstract. Increasingly medical devices are being designed to allow them to exchange information over an IT network. However incorporating a medical device into an IT network can introduce risks which can impact the safety, effectiveness and security of the medical device. Medical devices are stringently tested according to regulation during the design and manufacture process. However until the introduction of IEC 80001-1: Application of Risk Management for IT-Networks incorporating Medical Devices, no standard addressed the risks of incorporating a medical device into an IT network. In order to perform an assessment (which is compliant with ISO/IEC 15504-2) of an IT network against IEC 80001-1, a Process Assessment Model is required. Based on the relationship between IEC 80001-1 and ISO/IEC 20000-1, this paper examines how the TIPA transformation process developed by Public Research Centre Henri Tudor was used to develop a process assessment model (TIPA PAM) for ISO/IEC 20000-1. It also examines how a process assessment model can be developed following that transformation process to assess Medical IT networks against IEC 80001-1.
Introduction
As Medical Devices are increasingly being designed to be incorporated into hospital IT networks, IEC 80001-1 [1] addresses the risk that this involves. Risks to the safety, effectiveness and security of the system are addressed. These risks are examined in more detail in section 2. The design and production of medical devices is subject to regulation under various standards which are recognised by the regulatory authorities within the region in which the device will be marketed. The incorporation of a medical device into an IT network establishes a Medical IT network. Medical IT networks are increasingly being required to carry diverse traffic from confidential patient information to generic email traffic. Until the introduction of IEC 80001-1, no standard was in place to address the risk that health care can be compromised when a medical device is incorporated into an IT network. IEC 80001-1 seeks to address Life Cycle Risk Management in Medical IT networks and focuses on achieving interoperability of devices on the network without compromising safety, effectiveness or data and system security. The next section of the paper examines why the IEC 80001-1 standard was developed by looking at the risks that are inherent in the incorporation of Medical Devices into IT networks. Section 3 provides a brief overview of how Process Assessment Model (PAM) may be developed to assess against this standard. In order to develop this assessment model our research has investigated the relationship between . Section 7 examines how TIPA uses the requirements contained in ISO/IEC 15504-2 as a guide for its transformation process for the development of Process Reference Models (PRM) and Process Assessment Models (PAM). Section 8 examines how an assessment model could be developed using the TIPA transformation process which could be used to assess medical IT networks against IEC 80001-1. Finally, section 9 contains the conclusions of this research and plans to progress this work further.
IEC 80001-1 Overview

What Is IEC 80001?
Medical Devices are designed and validated in order to ensure that they are safe for their intended use. Increasingly Medical Devices are being produced which are intended to be incorporated into Hospital IT networks. Medical devices are integrated into heterogeneous networks that include other medical devices and other IT components creating a new system in which the medical device has not been
